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Data Machine 
Learning M

Our Objective

To evaluate the privacy leakage of private mechanisms 

Leakage is quantified in terms of inference attacks
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Rest of the Talk

1. Background on Applying Differential Privacy to 
Machine Learning

2. Experimental Evaluation of Differentially 
Private Machine Learning Implementations
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Improving Composition
If each iteration is      -DP

By composition, model:        -DP

ϵ
Tϵ

Model is: (O( Tϵ), δ) -DP

Concentrated DP
Zero Concentrated DP

Rènyi DP

Moments Accountant
[Dwork et al. (2016)]

[Bun & Steinke (2016)]

[Abadi et al. (2016)]

[Mironov (2017)]
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Experiments

TaskModel Evaluation Metric

Logistic Regression

Neural Network

100 class classification  
on CIFAR-100

100 class classification 
on Purchase-100

Accuracy Loss

Privacy Leakage

Code Available: https://github.com/bargavj/EvaluatingDPML



Training and Testing

MMachine 
Learning

Tr
ai

ni
ng

 S
et

Te
st

 S
et

Accuracy Loss

D
at

a 
Se

t

(1 −
Accuracy of Private Model

Accuracy of Non-Private Model )



0.00

0.25

0.50

0.75

1.00

0.01 0.05 0.1 0.5 1 5 10 50 100 500 1000

NC

zCDP

RDP

RDP has 0.10 accuracy loss 
 at     = 10 and NC at    = 500

Privacy Budget ϵ

Ac
cu

ra
cy

 L
os

s

ϵ ϵ

Logistic Regression on 
CIFAR-100



Membership Inference Attacks

Predict  
Membership

D
at

a 
Se

t

M

(TPR − FPR)
Privacy Leakage



Membership Inference Attacks

Predict  
Membership

D
at

a 
Se

t

M

(TPR − FPR)

M1 M2 Mk

Shokri et al. [1]

1. Reza Shokri, Marco Stronati, Congzheng Song and Vitaly Shmatikov 
Membership Inference Attacks Against Machine Learning Models, S&P 2017

Privacy Leakage



Membership Inference Attacks

Predict  
Membership

D
at

a 
Se

t

M

(TPR − FPR)

M1 M2 Mk

A Shokri et al. [1]

1. Reza Shokri, Marco Stronati, Congzheng Song and Vitaly Shmatikov 
Membership Inference Attacks Against Machine Learning Models, S&P 2017

Privacy Leakage



Membership Inference Attacks
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Yeom et al. [2]

1. Reza Shokri, Marco Stronati, Congzheng Song and Vitaly Shmatikov 
Membership Inference Attacks Against Machine Learning Models, S&P 2017

2. Samuel Yeom, Irene Giacomelli, Matt Fredrikson and Somesh Jha
Privacy Risk in Machine Learning: Analyzing the Connection to Overfitting, CSF 2018
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Neural Networks

NN has 103,936 trainable parameters so it has more capacity to learn on training data

Input Layer

Hidden Layer 1 Hidden Layer 2

Output Layer

50 Neurons

256 Neurons

100 Neurons

256 Neurons
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Conclusion
Questions?

Thank You!

Speaker:  
Bargav Jayaraman 

Project Site: 
https://bargavjayaraman.github.io/

project/evaluating-dpml/

Privacy doesn’t come for free

NC Leakage

Code Available: https://github.com/bargavj/EvaluatingDPML


