Evaluating Differentially Private
Machine Learning in Practice

Bargav Jayaraman and David Evans
Department of Computer Science
University of Virginia



Our Objective

—~
Data Machine
' Learning

To evaluate the privacy leakage of private mechanisms

Leakage is quantified in terms of inference attacks
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Rest of the Talk

1. Background on Applying Differential Privacy to
Machine Learning

2. Experimental Evaluation of Differentially
Private Machine Learning Implementations
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Applying DP to Deep Learning
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Deep Learning requiring high € value
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Improving Composition

Machine Learning If each iterationis € -DP

Define Objective By composition, model: 7¢ -DP
Function

l

lterate for T epochs: — @ Model is: (0 (ﬁ 6) : 5) -DP
v

Moments Accountant [Abadi et al. (2016)]
Grade”ts Concentrated DP [Dwork et al. (2016)]
Graduen_t Undate Model Zero Concentrated DP [Bun & Steinke (2016)]
Perturbation Rényi DP [Mironov (2017)]




Lower ¢ value with recent DP notions
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Lower ¢ value with recent DP notions
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Lower ¢ value with recent DP notions
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EXperiments

Model Task Evaluation Metric

100 class classification Accuracy Loss

Logistic Regression on CIFAR-100

100 class classification :
Neural Network on Purchase-100 Privacy Leakage

Code Available: https://github.com/bargavj/EvaluatingDPML
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Membership Inference Attacks
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Membership Inference Attacks Against Machine Learning Models, S&P 2017

2. Samuel Yeom, Irene Giacomelli, Matt Fredrikson and Somesh Jha
Privacy Risk in Machine Learning: Analyzing the Connection to Overfitting, CSF 2018
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Neural Networks

Hidden Layer 1 Hidden Layer 2

nput Layer Output Layer
50 Neurons 100 Neurons

256 Neurons 256 Neurons

NN has 103,936 trainable parameters so it has more capacity to learn on training data
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Privacy Leakage
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Accuracy Loss

1.00

0.75 |

0.50 |

0.25 |

0.00
0.01

Conclusion

Theoretical
Guarantee ’

’

' 1.00
—0— ; : . Non-private model has
' NC Acc Loss 0.12 leakage with 0.56 PPV
RDP Acc Loss h 075
y 0.50

!

Privacy Leakage

RDP Leakage

Logistic Regression on
CIFAR-100

Privacy Budget €



Accuracy Loss

1.00

0.75 |

0.50 |

0.25 |

0.00

0.01

Conclusion

Theoretical

!

[

Guarantee ’

: 1.00
—— : : . Non-private model has
',' NC Acc Loss 0.12 leakage with 0.56 PPV
RDP Acc Loss . 0.75
o There is privacy leakage,
' but not considerable, even
y for non-private model 0.50

Privacy Leakage

RDP Leakage

Logistic Regression on
CIFAR-100

Privacy Budget €



1.00
¢ 075
7
O
—d
> 0.50
&
C
-
-
8 0.25
<
0.00 &=
0.01

-
-
m -

Conclusion

1.00
Theoretical ," NG Acc Loss Non-private model has
Guarantee :' 0.72 leakage with 0.94 PPV| 0.75 %
s ©
; : RDP Acc Loss 0.74 > =
; . \ PPV S
y 1 0.50
"' \\. >
’ o " A . O
'l - O m
’ R , 0.25 2
’ _.o” S
,! RDP Leakage ,, --- b 0
R L NC Leakage .-
- o=-=="" v - -
"""" ==@===== = 0.00
0.1 0.5 1 5 10 50 100 500 1000
Privacy BUdget € Neural Network on

CIFAR-100



1.00
¢ 075
7
O
—d
> 0.50
&
C
-
-
8 0.25
<
0.00
0.01

-
-
m -

Conclusion

1.00
' NC Acc Loss :
Theoretical | Non-private model has

Guarantee :' 0.72 leakage with 0.94 PPV| 0.75 %

6 (S

; RDP Acc Loss =

N O

' Q

' -

N >

' O

:' -9 CU

’ R , 0.25 2

’ _.o” S

,! RDP Leakage ,, --- b 0

Ry _e*” NC Leakage .--
= o==="" o - - O
"""" e = 0.00
0.1 0.5 1 5 10 50 100 500 1000

Privacy BUdget € Neural Network on

CIFAR-100



1.00
¢ 075
7
O
—l
> 0.50
&
C
-
=
8 0.25
<
0.00 €
0.01

-
-
-
m -

Conclusion

(W
[ |

NC Acc Loss

|

Theoretical |
Guarantee |

"
[

Non-private model has
0.72 leakage with 0.94 PPV|

RDP Acc Loss

’
[
!

Bridging the gap between

1.00

O
\I
&

Privacy Leakage

theoretical bound on leakage and Lo
the leakage of practical attacks Lot ¢ 0.25
RDP Leakage 0.--"0 Pl
. NC Leakage .--"
----- o =0
: ey 4EETY . Al : ==Q====-= A : 0.00
0.05 0.1 0.5 1 5 10 50 100 500 1000

Privacy Budget €

Neural Network on

CIFAR-100



Conclusion Thank You!
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