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Abstract Privacy-Preserving ERM in Multi-Party Setting Output Perturbation for Multi-Party Setting Experimental Results
Distributed learning allows a group of independent data owners to In multi-party setting, the parties wish to collaboratively learn a , We implemented our methods on output perturbation (MPC Out P) and
collaboratively learn a model over their data sets without exposing machine learning model over their private data sets without revealing Smallest Dataset Size: n() gradient perturbation (MPC Grad P) along with the differential private
their private data. We present a distributed learning approach that them to each other. This can be achieved by combining multi-party D D o D baselines of Pathak et al. [3] (Pathak), Rajkumar and Agarwal [4]
combines differential privacy with secure multi-party computation. computation and differential privacy. However, in the multi-party _ 1 _2 m (Rajkumar and Agarwal), the multi-party extensions of Chaudhuri et

: : : setting, Pathak et al. [3] note that the bottleneck for differential al. [2] for output perturbation (Local Out P) and objective

;\lerte:r%;){ieolgv;% (I:ID (;Iigiz;meggl?&srggggg,e;enncf ]: (ljx:]\éaecz,hgﬁggé_ of - privacy comes from the party which has the smallest data set. v v v perturbati(?n (Local Obj P), and an improved implementation of Shokri
the-art for both methods in the distributed learning setting. In our . . . . . ~ ) ~ R ~ ) and Shmatikov [5] (Local Grad P).
output perturbation method, the parties combine local models within Severgl.apprqaches exist which can iMmprove upon Fhls bounq by either Model Training Model Training Model Training , , L
a secure computation and then add the required differential privacy combining prl\{ate local models or generating c!1str1buted noise to be _ y _ y _ y We experimented with KDDCu.p99 dataset for classmcgt]on and
noise before revealing the model. In our gradient perturbation add.ed to the final model. The.se apprpachgs still dq not achleve the — 6’(1) — 9(2) — Q(m) KDDCup98 datasgt for regression, and rgport the rglatlve performance
method, the parties agaregate their local gradients within a secure 9pt1mal lower boupd on the differential privacy noise that is possﬂale v v V of all methods with respect to a pon-prlvatg baseline. Our methods
computation, adding sufficient noise to ensure privacy before the in single party sett.mg.. Our pr.oposed approaches achieve near optimal perform better.than th.e other private basellr)es for the same hyper-
aradient updates are revealed at each iteration. For both methods, we lower bound on noise in multi-party setting. ,_ 1 iﬁ(%rﬁ{ 1 \> parameter settings. It is to be noted that \{vhlle a!ll.the methods
show that the noise can be reduced in the multi-party setting by MPC - m — > m- n) ﬁ’;ﬁ#&ﬁi?%ﬁ%ﬁ;?iﬁ;f gr!\s/v g?rcg:]esfrggge()t;a]?;cagcprgsgsse’ttheer
adding the noise inside the secure computation after aggregation, — tarati c mJ del trainin S 2 P y Setp
asymptotically improving upon the best previous results. X X5 iteration ot mo S
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Privacy-Preserving ERM in Single Party Setting

Three differential privacy mechanisms, all achieving the same b I b ; . oot
lower bound on noise, which is inversely proportional to data set size. INput Of P11s NOT . Computation nput of P2 is not L g
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*Standard Deviations over 1000 samples
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